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Modern SCADAs in power systems
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Modern SCADAs Challenge due to HVDC
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The main challenge: new timescale requirements for 
the modern SCADA communication network due to the 
intensive integration of low-carbon technologies. 



SCADA Components and Structure
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Remote and Master Terminal Units

Communication Infrastructure

Operator Room



SCADA Components and Structure
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Remote and Master Terminal Units

Communication Infrastructure

Operator Room

- Generations:
1. Monolithic (1st Generation)
2. Distributed (2nd Generation) 
3. Networked (3rd Generation)
4. Internet of Things (IoT) (4th Generation)

- Mediums:
1. Fiber Optic cables
2. Power Line Carrier communication (a/d)
3. Satellites
4. Microwave Radio
5. Omnidirectional Wireless/Cellular

- Protocols:

Modbus DNP3
IEC 60870-5 
(101-104)

IEC 60870-6 IEC 61850

Profibus HART Modbus+
DH-485 & 

DH+
Fieldbus



HV AC/DC SCADA
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RTUs Requirements for HVDC/AC
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Communication Requirements for 
HVDC/AC
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Inter-Control Center Communications Protocol ICCP

There is a need for an ICCP agreement to enable data exchange between the different AC and DC network 
operators. 



Time Requirements for HVDC/AC
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Recent publications have estimated these time ranges based on similar 
standards or experiments as shown in Table 5 and 6.



Case Study: HVDC/AC State Estimation 
Cycle Time
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The case study aims to find the total elapsed time for an HVDC/AC state estimation cycle (from sensors to 
SCADA).

Sensors to RTUs

RTUs to DataCon. SE processing time

DataCon. to SCADA



Case Study: HVDC/AC State Estimation 
Cycle Time
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The Cigre B4 network, RTUs, Data 
concentrators, and SCADA are shown in 
Figure 8. 

43 virtual RTUs are installed in different 
locations. 

These RTUs are collecting data from power 
lines, converters, and generators and 
transmit them to 10 data concentrators, 
which are connected to a centralized SCADA.

The communication medium of the entire 
network is optical-based - Fiber Optic. 



Case Study: The 1st Layer, From Sensors 
to RTUs
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A simulation test case is implemented on OptiSPICE. An electrical-optical sensor is implemented that converts 
the sensor’s 32 bits generated @ 100 Mbit/s into laser beams.



Case Study: The 1st Layer, From Sensors 
to RTUs
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The data arrived at the receiver side after 818.611 ns.

An additional constant guard time delay (by the optical fiber transponders) is added per sensor.

The sensing time delay for 4 sensors is: 818.611 + 4 × 20 ≈ 0.9 µs.

20 ns is commonly used



Case Study: The 2nd Layer, RTU to Data 
Concentrator
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The data from the sensors to the RTU are aggregated and transferred 
to the data concentrators. 

210 kbits transmitted 
in a 100 km fiber-optic 
cable at 1 Gbps



Case Study: The 2nd Layer, RTU to Data 
Concentrator
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The IEC 61850 protocol delays are estimated from previous studies. The maximum value is used in this work 
(37.4 µs per RTU). 

Table 12 shows the communication delays for a P2P architecture from the RTUs to each data concentrator.

P2P 4.86683 ms

Muxponders 2.130885 ms
As a result:



Case Study: The 3rd Layer, DataCon. to 
SCADA
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The protocol delay is estimated 
to be 0.3366 ms.

P2P 12.83535 ms

Muxponders 10.11 ms
As a result:



Case Study: The 4th Layer, State 
Estimation Processing Time
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The 4th Layer: State Estimation Processing Time

Let 𝑡𝑆𝐸−𝐴𝐶 and 𝑡𝑆𝐸−𝐷𝐶 represent the processing time of an AC and DC networks state estimation. 

However, in a unified centralized approach further measurements are added. Therefore: 



Case Study: Outcomes and Results
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The total delays of a state estimation cycle from the sensors up to the SCADA based on a fiber-optic 
communication network are as follow:  

In a P2P architecture: In server-based network (muxponders) :

A noticeable outcome:

• The dynamic state estimation can be implemented at the local level since the accumulated delays are in few 
milliseconds.



For further details
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Ayiad, M.; Maggioli, E.; Leite, H.; Martins, H. Communication Requirements for a Hybrid VSC Based HVDC/AC 

Transmission Networks State Estimation. Energies 2021, 14, 1087.
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Current work – GMM and BD
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Integrating statistical method (GMM) in state estimation to improve the WLS weights and Bad data

detection.

GMM models the load and generation profiles from historical data (UK Nationalgrid Jan. 2021).

Cigre B4 HVDC/AC network is used in the study.



Current work – glimpse 
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Current work – glimpse
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GMM of bus 8 Load profile. GMM of bus 6 Load profile.
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